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Abstract: Certification of the quality management system for aviation, space and defense
organizations, according to EN 9100: 2016 / AS 9100D standard requires compliance with the
operational risk management requirement. This article proposes the risk assessment for an
applicative aerospace project, using three different approaches. The first method for the risk
assessment is described in SR EN 16601-80: 2015 standard - Space Project Management. Part 80:
Risk management. The second method for performing the risk analyzes proposes the use of the FMEA
(Failure Mode and Effect Analysis) technique described in SR EN 31010: 2010 standard - Risk
Management. Risk assessment techniques. The third approach presented is based on the risk
assessment and quantification using Risk Management Guidance Material from IAQG - International
Aerospace Quality Group, section 7.3.2.

Key Words: risk, EN 9100: 2016/ AS 9100D, EN 16601-80: 2015, SR EN 31010: 2010, SR EN
60812:2006, FMEA, FMECA, 1AQG

1.INTRODUCTION

Certification of the quality management system for aerospace, space and defense
organizations according to EN 9100: 2016/ AS 9100D requires compliance with the
operational risk management requirement in the projects.

The development of applicative aerospace projects takes place within a regulated quality
management system, aiming not only at satisfying the explicit customer requirements
described in the contractual and regulatory clauses, but also in the implicit ones by
identifying, evaluating, treating and monitoring the risks related to each project.

This article proposes the comparative assessment of risks within an applicative
aerospace project using the following approaches:

A. the method described in SR EN 16601-80: 2015 standard;

B. FMEA technique, as described in SR EN 31010: 2010 standard and SR EN

60812:2006;
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C. the approach regarding the risk assessment and quantification using Risk
Management Guidance Material from IAQG materials, section 7.3.2.

Within the risk management process, available risk information is produced and
structured, facilitating the risk communication and management decision-making. The
results of the risk assessment and reduction and the residual risks are communicated for
information and follow up, as illustrated in figure 1. [4]

Risk Management
Plan

o Risk Identification —_—

Residual risk

Risk Reporting &
Monitoring

Action

Identified Risks
y

Assessed Risks
Risk Action -
Management

Fig. 1 - Risk management process [4]

2. PRESENTATION OF RISK ASSESSMENT APPROACHES
A. The method described by the standard SR EN 16601-80: 2015 — Space Project
management. Part 80: Risk Management

To assess the risks, the scoring schemes are established for the severity of the consequences
and the likelihood of occurrence for the relevant tradable resources as shown in the examples
given in table 1 and table 2.

Table 1- Example of a severity-of-consequence scoring scheme [1]

Score Severity Severity of consequence: impact on (for example) cost
5 Catastrophic Leads to termination of the project

4 Critical Project cost increase > x %

3 Major Project cost increase >y %

2 Significant Project cost increase < z %

1 Negligible Minimal or no impact

Table 2 - Example of a likelihood scoring scheme [1]

Score Likelihood | Likelihood of occurrence

E Maximum Certain to occur, will occur one or more times per project
D High Will occur frequently, about 1 in 10 projects

C Medium Will occur sometimes, about 1 in 100 projects

B Low Will occur seldom, about 1 in 1000 projects

A Minimum Will almost never occur, 1 in 10000 or more projects

The next step is to establish the risk index scheme to denote the magnitudes of the risks
of the various risk scenarios as shown, for example in table 3. The establishment of scoring
and risk index schemas is performed with the full coordination between the different project
disciplines to ensure complete and consistent interpretation.
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235 Comparative Risk Assessment in Applicative Aerospace Projects using different approaches

Table 3 — Example of risk index and magnitude scheme [1]

Likelihood Risk index:
Combination of Severity and Likelihood
E Low Medium Very High Very High
D Low Low Medium High Very High
c Very Low Low Low Medium High
Very Low Very Low Low Low
B
Very Low Very Low Very Low Very Low Low
A

Severity
Table 4 presents an example of establishing the criteria for actions to be taken on risks
of various magnitudes and the associated risk decision levels in the project structure.

Table 4. Example of risk magnitude designations and proposed actions for individual risks [1]

Risk index

Risk magnitude Proposed actions

Unacceptable risk: implement new team process or change
baseline — seek project management attention at
appropriate high management level as defined in the risk
management plan.

Unacceptable risk: see above.

E2, D3, C4,B5 | Medium risk Unacceptable risk> aggressively manage, consider
alternative team process or baseline — seek attention at
appropriate management level as defined in the risk
management plan.

E1l, D1, D2, C2, | Low risk Acceptable risk: control, monitor — seek responsible work
C3, B3, B4, A5 package management attention.

C1, B1, A1, B2, | Very Low risk Acceptable risk: see above.

A2, A3, A4

Complete a risk register, taking into account:

- Severity (S) - Severity is a numerical subjective estimate of how severe the customer
(next user) or end user will perceive the effect of a failure.

- Likelihood (L), - Occurrence (O) is a numerical subjective estimate of the likelihood
that the cause of a failure mode will occur during the design life, or during production in the
case of a Process FMEA.

In order to assess the risks the following steps are taken:

- determine the severity of consequences for each risk scenario;

- determine the likelihood of each risk scenario;

- determine the risk index for each risk scenario;

- use the available information sources and application of suitable methods to support

the assessment process;

- determine the magnitude of risk of each risk scenario;

- determine the overall project risk through an evaluation of identified individual risks,

their magnitudes and interactions, and resultant impact on the project [1].

The risk register of the purchasing process within a simulators project is presented in

table 5.
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Table 5. Risk register example [1]

RISK REGISTER

Project: Simulators Organization: INCAS Source: Date:
Controlled by: Issue:
Supported by:

RISK SCENARIO and MAGNITUDE
No. Risk scenario title: Not understanding customer needs.Customer implications if |
deliver late? Is this a new market leader? (PURCHASING)
Cause and consequence:

Severity (S) Likelihood (L) -
5 2 | = | =
= (@) w g
= | L _8
% o (& |3
= (©) [
o > T
o | = L e e
— c <
o [ — = o S 1S >
g)\—!"'LE)N %m fg’v gm € « %m %o %_”D Ew ‘_%
[=)) c S = 7] c | 3] T é o
X X X
RISK DECISION and ACTION
Accept risk m Reduce risk O
Risk reduction Verification Expected risk reduction (severity, likelihood, risk index):
measures: means:
Responsible
selection of the
equipment
supplier
Action: Status:
Agreed by project management: Risk rank:
Name: Signature:
Date:

In order to have an overview of the project risks, table 6, the ranked risk log, should be
filled in.

Table 6. Ranked risk log [1]

Project: Simulators Organization: INCAS Date:
Issue:

Rank | No. | Risk scenario title Actions and status

Yellow
Green
Risk domain
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Not understanding customer
needs. Customer implications Responsible selection
Soft |1 if 1 deliver late? Is this a new X of equipment supplier

market leader?

Plan

Dependence on technology

breakthrough. ~ Does  my Request  additional

current technology permit me L
to be competitive? Can R&D budget to maintain the
equipment

provide improvements to my
current process to meet cost performance
objectives?

X
Cost

Hard | 2

B. Method FMEA (Failure Mode and Effect Analysis), described in the standard
SR EN 31010:2010 - Risk management. Risk assessment techniques

Failure Mode and Effect Analysis (FMEA) is a technique used to identify the ways in which
components, systems, or processes can fail in the initial fulfillment.
The FMEA steps for the project are described in figure 2.

Step 3

Effects of | Severity
SD L -
<
Step 2 Step 6
Step 1 Establishing cStep 4 QOccurence Risk
Determination > Potential > ausgs/ ™ (O) > assessment
of functions Failure Mefc?e}msms RPN=Sx0xD
Mg of failures
«
Step 5
- Current Detection
Control > (D)

Step 7
Establishing
Recommended Actions
Continue the process

Fig. 2 - FMEA steps for the project [5]

FMEA methodology can be applied from the early selection phase of its design concept,
to be upgraded and refined progressively as design evolves.

It is useful for identifying all possible causes of failure, including the underlying causes
and for determining the relationships between them.

The reasons for undertaking Failure Mode Effects Analysis (FMEA) or Failure Mode
Effects and Criticality Analysis (FMECA) may include the following:
- to identify those failures which have unwanted effects on system operation, e.g. preclude

or significantly degrade operation or affect the safety of the user;
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- to satisfy contractual requirements of a customer, as applicable;
- to allow improvements of the system’s reliability or safety (e.g. by design modifications
or quality assurance actions);
- to allow improvement of the system’s maintainability (by highlighting areas of risk or
nonconformity for maintainability). [3]
FMEA identifies:
- all potential failure modes in different parts of a system (a failure mode indicates a
malfunctioning or a defective component);
- the effects that failures can have on the system;
- failure mechanisms;
- how to avoid malfunctions and / or limit the effects of system failures.
By definition, the failure or the system breakdown is the termination of a system’s
ability to perform its specific function.
Also, the difference between the concept of fault and failure, the fault being generally a
local effect and the failure a higher order event with a high degree of generality. Figure 3
illustrates the types of failures.

By combination - catalytic (sudden and complete)
- degradations (progressive and partial)

- sndden . .
- - mtermittent
. - complete
- systematic

- very frequent

- evidenthy . Faihires - frequent
- hudden —- - 1.'5.:21

- Very rare

- mevitable

- mapproprnate use / mamtenance
- primary

- secondary

FMECA (Failure Mode, Effects and Criticality Analysis) indicates that failure mode
analysis includes criticality analysis.
Determining the criticality involves the addition of qualitative measures of the extent of
the failure mode.
One of the methods of quantifying criticality is the Risk Priority Number. [3]
Most common way, Risk Priority Number is calculated by multiplication of 3 indexes:
Severity, Occurrence, and Detection of the failures:
- Severity (S) is ranking of the severity level of the failure mode on a 1 to 5 scale. A
higher severity ranking indicates higher severe risk;
- Occurrence (O) is ranking of occurrence potential of the failure mode cause ona 1to 5
scale. A higher Occurrence rank reflects higher occurrence potential;
- Detection (D) is ranking of detection potential of the failure mode cause on a 1 to 5
scale.
A higher Detection rank reflects worse detection potential.
So RPN’s formula looks like below:

Fig. 3 - Types of failures [5]
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Risk Priority Number (RPN) = Severity (S) X Occurrence (O) X Detection (D)

Due to the multiplication of the three factors, the evaluation errors of the parameters will
have a disproportionate effect on the RPN (one unit change of one of the factors will lead to
the increase/ decrease of the RPN with the same value as the product of the other factors)
[5].
Conclusions regarding method B:
- FMEA considers only the three factors S, O, D, and does not take into account other
factors of influence;

- the process of evaluating the parameters is difficult and inaccurate;

- the relative importance of the three factors is neglected and is based on the assumption
that they contribute equally to determine the priority of the fault modes;

- the same value of RPN is obtained by different combinations of factors S, O, D, which
leads to different implications on the risks;

- the mathematical model for defining the priority of defects is sensitive to the variation of
the factors evaluation. [5]

During the assessment of the value of the risk indices, the following observations were
made:

- the assessment scales recommended by the standards used in the aerospace industry
cannot be applied to any process, it is necessary to define a customized staircase,
depending on the specificity of the project;

- in the absence of concrete data on the probability of failure occurrence and the
probability of detecting the cause / defect mechanisms, the evaluation of the occurrence
and the detection have a highly subjective character;

- the way the severity is expressed does not allow a precise assessment and in many cases
the severity is overvalued to ensure that important failure modes are not neglected;

- due to the relative equal importance of S, O, D parameters, the failure modes with the
same RPN can have completely different meaning.
In order to have an uniform evaluation scale for the risk assessment, we proposed the
following risk matrix, illustrated in figure 4, with the legend:
Green — acceptable;
Yellow — monitoring;
Red — need corrective action.

Severity

PN WPk~

Occurrence
Fig. 4 — Risk matrix

Table 7 contains the risk register and the risk mitigation plan according to FMEA
technique.
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Table 7 - Failure mode and effects analysis (FMEA)

Risk register Risk mitigation plan
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C. The approach presented in the IAQG materials, section 7.3.2

The third method developed is based on the types of risks on activities from developing a
project, using the IAQG International Aerospace Quality Group materials, section 7.3.2.

Within a project, each process contributes to the project's risk level, as illustrated in
figure 5.

When screens fail,

consequences can be

devastating Operations and Services
<A

Low Influence
High Cost

() Testand Assessmen

Production Readiness

Process Development

A
Acquisition Make or Bu

®) Design

Contract
Requirements

#@%

Adapted from: James Reason, Managingth e Risks of Organizational Accidents, 1997, p. 12

Defenses in
depth

High Influence
Low Cost

Fig. 5 — Risks and their affects on a project [4]
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In figures 6-12 are summarized the processes that influence the level of risk of a project.
The figures below illustrate the own contribution of potential risks that may occur for
each process during a project.

Inadequate Definition of Environments

Where will the item/system operate {Hot or Cold regions) ?

y 4 Duration in the environment?

Accessibility to the environment (i.e. Artic region)

Poor Interface Definition, Interfaces not Understood

Does my system interface directly with other systems ?

Inadequate Requirements Traceability
Which specifications effect my product, are there other
specifications within the primary specification?

Poor Control Over Requirements Changes

Are changes tracked and disseminated once reviewed. Is the
system reviewed to impact of change. Feasibility analyzed? Are
the incorporation of changes monitored.

Unstable Requirements, Weak Change Control

Has the change been verified against the system/interface requirements document 7

Poorly Developed BOE's
Have best design practices been applied 7 Are the design practices been
standardized and put into instructions/guidelines and readily available 7

Bad Assumptions, Inappropriate Margin

Are standard safety margins been defined based on past performance and industry
standards ? Was cost the driving factor in the decision process ?

Adapted from : James Reason, Managing the Risks of Organizational Accidents, 1987, p. 12

Fig. 6 - Contract requirements risks [4]

Under Designed for Environment

My product operates in cold environments but not sub-freezing ? Housing is metal but must be
located nearthe exhaust. should | have used Mickel steel rather than plan stesl ?

Unknown Responses to Environments

Has my product been used in this environment ? Can | simulate 7 Can | develop a Model 7

Inadequate COTS Performance

Has scaling been planned based on market evolution of the COTS

Poorly Identified Critical Parts

Has an FMEA been performed ? Which Components give me system failure 7

Lack of Simulation Fidelity

Do my models represent system performance 7 Are tests repeatable 7

Unnecessary Capabilities Added

All systems are redundant ? Will operate in the Artic. needs to operate in tropical environment.

Unidentified Failure Modes, Inadequate FMEAs
Which components give me system failure ? Have | examined all possibilities ? Do | understand
the operating environment ? Have safety systems been incorporated 7

Lack of Redundancy & Diversity in Design

Un-manned environment. has back generator been installed 7 Has electric heater been installed in-case

the gas heater breaks 7
. Unidentified Initiating Events and Effects

Do lunderstand the operating environment ? Can the system be used forother purposes ?

Operator Capability Not Adequately Understoo

What is the skill level of the operators ? What is the reaction time of the operator ? Are there 2 man use requirements ?

Adapted from: James Reason, Managing the Risks of Organizational Accidents, 1987, p. 12

Fig. 7 — Design risks [4]
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Poor Understanding of Cost and Schedule Risks

Can | sustain this price in the future, what will happen if prime material
price increases? Is schedule too aggressive. can | sustain a delay in
material?

Unclear Deliverables

\Which test reports/documeants are required ?
Mustl send a copy or retain it onfileto satisfy the
requiremants?

Not Understanding
Customer Needs

CustomerImplications if | deliver late? Is
this a new market, is he the market leader?

Unclear Teaming
Agreements

Are roles and responsibilities clearly defined 7

Wrong Make/Buy Decision

What is my business goal (Manufacture or System
Integrator)? Have | identified my Key processes?

Poor Requirements Flow-
down to Subs

Are requirements to Flow-down clearly identified?
Do my Subs fully understand the requirements?

Inexperienced Project
Team

How are members selected? Is there a
special team available?

Incomplete part/assembly

drawings provided to Subs i
Methods/procedures to identify complete Data Poor Su ppller Assessment

packages. Who prepares? Who transmits? POC for
requests identified?

Are areas to be assessed clearly |dentified?1s a
Baseline identified? Are they measured against the
Baseline?

Dependence on
Technology Breakthroug Weak Subcontract Manage_njent
Those the Subs know his POC? * Are responsibilities

Does my current technology permit me to be competitive? Clear on who manages the sub? * Point of Contact
Can R&D* provide improvements to my current process to
meet cost objectives? * Research & Development

Adapted from: James Reason, Managingthe Risks of Organizational Accidents, 15

p. 12

Fig. 8 - Acquisition Risks [4]

Poor Critical Process Control, Processes not Documented
Have | clearly documented the process afterit has been proved ? What happens if my key
personnel are non longer available ? Can process be executed by other personnel 7

Inadequate Definition of Critical Processes

Have | clearly identified my Key process and those processes which if not performing properly
give me immediate conforming products or services. Primarily those process which can not be
casily seen or detected (i.e. Heat treatment, welding. soldering, etc.}

Inadequate Inspection & Auditing Processes

Have Key Inspection points been identified to prevent defects from being covered up by
subsequent manufacturing processes 7 Have process KPI been identified and audits scheduled
as a function of the KPI 7 Have all efforts been made to eliminate or reduce over-inspections 7

Poor Corrective & Preventative Action System

Has the root cause of the problem been adequately identified ? Have we anly identified the
results and not causes ? (i.e. illegible markings doto stamp being wom out, not that the
operator incorrectly marked the part)

Inadequate use of Best Practices & Lessons Learned
Lets not reinvent the wheel Lets leam form our mistakes when encountering similar
problems. Do we have a database or register of what worked and what didn't ?

Weak Risk Management Process
Have we analyzed all the posSible consequences ? Do we have a method of recording our
decision making process to avoid repeating mistakes or going down the same old road to failure

Inadequate System Safety Evaluations & Controls
Do we fully understand the consequences that might occurto the system if our product fails 7 Have | put
inwarning indicators before complete system failure or do [wait till it stops working {i.e. engine overheat
warning light tums on at 20° C or normal failure occurs at 30° C over normal (normal temp 50° C)

Design Practices not Standardized and Controlled
Are design practices standardized to avoid that each Design Engineer personalizes the Data package making it
difficult to transferthe package without provide a specific dictionary to interpret the data package

Adapted from: James Reason, Managing the Risks of Organizational Accidents, 1997, p. 12

Fig. 9 - Process Risks [4]
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Poor Translation from
Engineering to Manufacturing

Have the Design and the Methods engineer
applied Concurrent Engineering practices to
minimize or eliminate Industrialization Hurdles 7

Inadequate Manufacturing
Documentation

Process sheets not sufficiently detailed. Detailed
drawings for critical process and/or parts.
) Uncontrolled Records
Are all operations recorded and verified for completenes
Record after each operation avoiding stamping at end of

PoorControl of Non-confon‘ning Products
|s material clearly identified. documented and segregated

Procured Parts Problems b
Are supply requirements clearly defined inthe orders. Is

acceptance criteria defined

Reliance on Subs for Critical SW

Poor Software Development

Practices Haveindustry standardized coding
practices been used ? Can other

developers understand the coding logic ?
Inadequate Monitoring
of Development Efforts

ave milestone events been planned ? Have
incremental tests been performed to determine
product conformity ?

Inadequate Calibration

f Equipment
Is the %strunawtat\& at %asl 10X more accurate 7
Are Masters Used ? Environment Controlled ?

Software/Firmware

CodingErrors
Programs fully debugged and tested

Are specific agreements made with SW developers to rworkma nShip Pr_ObI_emS
ensure future support and technology growth Are Skilled workers used. Criteria defined
COTS Procurements
COTS reduce development costs but changes to product are not I'u1ateﬁlﬂgrb§:ltagarggga?{\!j gnéihgjg
under your direct control. Is product sufficiently flexible to accept Are 2 man lift requirements imposed
peneenn o1 Inadequate In-Process
Uncontrolled Dispositions of Use As Cont ql P ¢
|szew0|'k Discarding usable parts. Using bad parts ontrois; Frocesses no

Are Incremental insp. planned

. Followed and performed. Are process
et |nﬁ._ld€:_quatle Sdu p[::llegs ar sheet periodically verified
s there a supplierrating system. do you know the good from HH H
the bad. are only approved/certified supplier used Inadequate Quallflcatlon and

Adapted from: James Reason, Managing the Risks of Organizational Accidents, 1997, p. 12 Tralnlng Of Person nel

Are training needs tailored and analyzed based of tasks and skill levels

Fig. 10 — Product Development Risks [4]

Critical Points

. Test by Simulation Rather
not Monitored :
Have critical test point been identified ? than USlng Real Hardware
Are results recorded and verified to Models not sufficiently complex to identify potential
requirements. failures. Not all conditions can be simulated
Inability to TestAll Inadequately Trained Test
Logic Paths FF’t_alrsonpelb identified do to lack of
Have other verification methods been identified kal ures might not be identified do to lack o
fortests that can be performed ? nowledge of the equipment
i e i Poor Tracking of Test Failures
Sklpp9d Ste pS in TeSt Are failures categorlzegand analyzed to determine
Sequence trends and potential solutions
é:ccelptabilit‘y" nffte;}s results con;prm;;lised |m roper DISpOSItIOf‘I Of Falll.l res
ssults not venfiable ornot comfortable to req. Is failed product clearly identified to prevent reintroduction
Interfaces not Adequately
Tested Inadequate Test Planning
False and/or unpredicted failures. Difficulty with Are the When, Where and How of testing been determined

trouble shooting

eer Reviews Untested / Unknown Margins

Robustness of program 3'9” might be Have all possible tests been performed
compromised by inexperience of team

Inadequate MA Oversight Inadequate Regression Testing

Potential failures not discovered early in the procéss

Independent Assessments not TestInduced Damage to System
Pe rformed Have all tests been verified that system damage is introduced. i e
Success biased by developers that might not see flaws overspeed. overtemp etc.
e ; Test Samples not Representative
Inadequate Quallflcatlon TE-‘Stlng Have statistical models been used to defermine sample size 7
Potential conforming product will be performed, parts . .
might not meet system requirements Uncalibrated Test EqU Ipment
Adapted from: James Reason, Managingthe Risks of Organizational Accidents, 1997, p. 12 Un ccmparable-‘-.-‘erifiab\e tests. No reference agai”m a standard 7

Fig. 11 - Test and assessment risks [4]
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Operational Monitoring Does Not
Detect Degradation

Failure may cause other systems to fail. Does the system monitor
the required parameters properly ?
Inadequate Operations Testing
Has past bee usedin determining the quantity and types of
operational tests needed to verify/certify system ?
Inadequate Operations Oversight

Have the roles and responsibilities been determined for the
operational tests including Phase and gates forthe test 7

Inadeguate Fault Protection

Have all efforts been made to isolate failures to avoid casciding 7
Failure to Monitor Supplier
Process Changes

Have supplier audits been planned and plans adhered to 7 A
follow-ups to audits performed ?

Unforeseen Operational En_\frironmen

Is there open dialog with Customer to understand i
there are any changes to operational environment 2

Inadequate Logistics Systems
Has out —sourcing been considered as gap fillerto internal
capabilities 7

Inadequate Maintenance
What is the maintenance philosophy. Cost orInvestment ? Is it
planned or Ad Hoe ? Is it process or calendar based ?

Inadequate Tracking & Control of
Ops Changes

Are changes macde directly as they needed 7 Is a register used

@_.'—‘

Inadequate Operator Training

Are training needs tailored and analyzed based of tasks and
skill levels

Inadequate Root Cause
Evaluation of Operations Failures

As specific training been provided ? Do we stop at first
response ?

Inadequate Planning/
Consideration for Obsolescence

How lang does our system have to stay in-service 7
Are life time buys considered ?1s it performed only
when requested or part of process 7

Inadequate Operations
Planning

Have req. been fully understood ? s planning
performed with the customer ?

Inadequate Ongoing Risk
Program

Risk does not go away once identified. it
must always be monitored and mitigated.

Poor Contingency Planning
Have we under estimated the impact and
consequences 7

Insufficient Inspection at
Product Turn-Over

and maintained Adapted from: James Reason, Managingthe Risks of Organizational Accidents, 1997, p. 12

Have we determined the impact of change

and the need controls to verify compliance

Fig. 12 — Operations risks [4]

In the simulators project, a spreadsheet mentions the risks in the procurement process.
An optimal risk value is defined in the procurement process (based on the previous
experience of performing the risk analysis by one of the two above mentioned methods).

Table 8 — Risk evaluation

Risk Evaluation

Optimal
value

Unclear deliverables. Which test reports /documents are required? Must |
send copy or retain it on file to satisfy the requirements? Which test reports

/documents are required? Must | send copy or retain it on file to satisfy the .
requirements?

Wrong make/buy decision. What is my business goal (manufacture or system 6
integrator)? Have | identified my key processes?

Poor requirements flow-down to subs. Are requirement to flow-down clearly
identified? Do my subs fully understand the requirements?

Incomplete part/assembly drawings provided to subs. Methods/ procedures to
identify complete data packages. Who prepares? Who transmits? Point of
contact for requests identified?

Dependence on technology breakthrough. Does my current technology permit

me to be competitive? Can R&D provide improvements to my current process 4
to meet cost objectives?

Poor understanding of cost and schedule risks. Can | sustain this price in the

future what will happen if prime material price increases? Is schedule too 6
aggressive can | sustain a delay in material?

Not understanding customer needs.Customer implications if | deliver late? Is 6
this a new market leader?

Unclear teaming agreements. Are roles and responsibilities clearly defined?
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Inexperienced project team.How are members selected? Is there a special

team available? 6
Poor supplier assessment. Are areas to be assessed clearly identified? Is a 6
baseline identified? Are they measured against the baseline?

Weak subcontract management. Those the subs know his point of contact. 6

Avre responsibilities clear on who manages the sub?

The risk assessment is completed as follows:

- if the note is higher than the optimal value, it will be colored in red and corrective action
will be establish;

- if the note is equal to the optimal value, it will be colored in yellow and the risk will be
monitored:;

- if the note is less than the optimum value, it will be colored in green and it will be
considered as acceptable risk.

3. CONCLUSIONS

Risks are a threat to project success because they have negative effects on the project cost,

schedule and technical performance, but appropriate practices of controlling risks can also

present new opportunities with positive impact [1].
The advantages of the FMEA are the following:

- identification of design deficiencies and avoidance of additional costs;

- identification of secondary failures;

- integration of FMEA with other quality management tools and instruments (analysis
based on fault tree-FTA);

- fixing product liability, security, or non-compliance issues with regulatory requirements;

- ensuring that the testing program in the development process can detect potential failure
modes;

- establishing a proper preventive maintenance program;

- supporting the design of fault isolation sequences and establishing plans for alternative
modes of operation and reconfiguration.
The FMEA limitations are:

- FMEA is effective when applied to analyzing elements that cause a total failure of the
entire system or a major system function;

- the inability to provide a measure of the overall system reliability, the inability to
provide improvement measures and choice of design [3].
The process benefits of risk management are:

- increase the likelihood of achieving objectives;

- be aware of the need to identify and treat risk throughout the organization;

- improve the identification of threats;

- establish a reliable basis for decision making and planning;

- effectively allocate and use resources for risk treatment / handling;

- improve operational effectiveness and efficiency;

- cost of risk management is typically less than the cost of issue management [4].
The authors' contributions are:

- the presentation of the potential risks related to the processes within a project, using Risk
Management Guidance Material from 1AQG;

- the exemplification of the assessment and quantification of purchasing process risks for
an applicative project.
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