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Abstract: The required level of safety of machines and mechanisms is achieved through the use of
appropriate safety management systems for industrial equipment, including programmable electronic
ones. Such systems usually include a variety of security devices for managing industrial equipment
settings. Since electronic control systems are currently considered the most promising control systems
in this area, the study of the security parameters of their application support determines the relevance
of this study. This study analyses the main requirements of IEC 61508 and IEC 62061 standards for
compliance with modern safety requirements of embedded and applied software for electronic control
systems of machines and mechanisms. This study proposes an algorithm for step-by-step
implementation of software for electronic machine control systems in accordance with basic security
standards for both built-in and application software. Testing has been determined as the main method
of verification of application software. Based on the results of the analysis, it was found that the
specification of security requirements, both built-in and application sofiware, should highlight the
necessary characteristics of each subsystem, providing information that allows choosing the equipment
that meets existing security requirements. Relevant recommendations are given on the specifics of
practical application of these standards.
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1. INTRODUCTION

During the production process, protective measures and equipment must be applied in a certain
manner that meets the requirements of EN ISO 12100-1. This is necessary to eliminate hazards
and reduce the level of possible risks of injury, as well as the occurrence of occupational
diseases [1]. Dangerous areas can be protected by using protective fences, light barriers,
emergency stopping devices, etc. Any technological operation to use any device must be
constantly monitored, and if necessary (accident, failure, lack of power, etc.), the device must
be brought to a safe state.
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Key regulatory documents governing safety requirements at various stages of
development, design, and operation of machines and mechanisms, including their safety
management systems, include: Directive 2006/42/EC [2] and standards existing in this area,
such as EN 954-1 (DSTU EN 954-1: 2003) [3], EN ISO 13849-1 (DSTU EN ISO 13849-1-
2016) [4], IEC 62061 [5] and IEC 61508 [6]. Of importance are also the IEC 62061 and IEC
61508 standards, which were developed specifically for safety-related electrical, electronic,
and programmable electronic control systems for machines and mechanisms. It should be
emphasised that programmable electronic control systems are currently considered to be the
most promising control systems for this industry [7], [8], [9].

In accordance with the requirements, if the software is to be used in parts related to the
security of programmable electronic control systems (SPECS) that implement the security
management functions (SMF) of machines and mechanisms, the specification of software
security requirements should be developed and documented. Security requirements
specifications for built-in and application software should be developed for each individual
subsystem based on the SPECS specification and architecture [10], [11]. The specification of
software security requirements for each subsystem should be obtained from:

1) security requirements that are specified for SMF;

2) requirements that arise from the SPECS architecture;

3) any requirements for functional security planning. The information provided should be
freely available to software developers.

The specification of software security requirements should be detailed to ensure that the
existing design and implementation stages of the SPECS are completed in order to achieve the
necessary security completeness. The requirements specification should also allow
verification. Software developers should familiarise themselves with the information
contained in the specification in order to ensure that the requirements are properly defined,
namely, in accordance with the IEC 62061 standard, the following should be taken into
account:

— security-related management functions;

— system configuration or architecture;

— performance and response time;

— equipment and operator interfaces;

— all corresponding operating modes of the equipment;

— diagnostic tests of external devices (for example, sensors and actuators).

The requirements that have been set for software security should be expressed and
structured in such a way that they:

— are clear, suitable for verification, testing, support and execution, and proportional to

the level of security completeness;

— are suitable so that their source could be determined in the specification of the safety

requirements of the SPECS;

— do not contain information or descriptions that can be interpreted ambiguously.

The software security requirements specification should reflect the required
characteristics of each subsystem, as well as provide information that would allow selecting
the hardware that meets existing security requirements [12], [13]. The following requirements
must also be defined for SMF programming;:

— logic (functionality) of all functional blocks must be executed by each subsystem;
— input and output interfaces are assigned for each function block;
— format and ranges of input and output data values and their relationship to function blocks;
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— availability of relevant data describing any limitations of each block, such as maximum
response time, limit values for validation;

— a number of functions related to achieving or maintaining a safe state of the machine;
detection, notification and error handling; periodic testing in offline and non-autonomous
SMF modes;

— prevention of unauthorised changes to the SPECS;

— interfaces of non-security functions (the interfaces include programming tools for
autonomous and non-autonomous modes);

— performance and response time.

The functional security plan should define a strategy for developing, integrating,
verifying, and verifying software compliance. In this context, the purpose of this study is to
identify key requirements for compliance with modern security requirements of SPECS
software, both built-in and applied [14].

At the same time, the modification of transport aircraft in the future is of great importance
in terms of reducing operating costs, aimed at maintaining the aircraft in working condition
for as long as possible [5].

Taking into account the significant number of transport aircraft that are currently operated
on domestic and international airlines, this problem is very relevant throughout the state and
requires detailed consideration.

A qualitative assessment of the economic efficiency of aircraft structure modifications is
necessary for a comprehensive solution of the issues of managing the fleet of aircraft in the
country and optimizing the state budget funds allocated annually for the development of the
aviation industry in the country.

2. METHODS

When implementing SPECS, compliance of its software with modern security requirements
can be ensured only if the requirements of such interrelated basic security standards as IEC
61508-1, IEC 61508-2 and IEC 61508-3 are met. Figure 1 presents a simplified algorithm for
step-by-step implementation of SPECS, taking into account the requirements of these
standards.

STAGE 1 STAGE 2 STAGE 3
IEC 61508-1 IEC 615082 IEC 61508-1
Development of security SPECS Commissioning and
system requirements implementation confirmation of
(concept, scope, analysis stage compliance with the
of existing hazardous SPECS safety
events and risks) E> ﬂ ﬂ :> requirements
distribution of SMF by
SPECSI su bSYSteI;-.'IS IEC 61508-3
Development o .
specifications of SPECS Sinﬁ?ﬁrsnion?;i:[;
safety requirements stage

Fig. 1 — Step-by-step SPECS implementation algorithm
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At the stages of development and implementation of SPECS software, both embedded
and applied, it is necessary to make provision for the application of two main basic security
standards in this area, IEC 61508-2 and IEC 61508-3. Their interrelation and areas of
application are presented in Figure 2. The software embedded and included in the SPECS
subsystems must meet the requirements of IEC 61508-2, IEC 61508-3, as well as the required
security completeness level (SCL) under the IEC 62061 standard [5], [6], [15].

SCOPE OF SCOPE OF APPLICATION
APPLICATION IEC 61508-2
IEC 61508-3
Development of a specification of SPECS
. L design requirements
Definition of SPECS software
requirements (security @
requirements specification) -
T~ SPECS architecture determination
\/
- Development of specific requirements for
Software design and SPECS hardware
development
Programmable Non-programmable
electronic hardware
equipment
Design Design
and development and development of
of programmable non-programmable
. electronics hardware
Integration of programmable T~
electronics (hardware and O
software) o SPECS integration

Fig. 2 — Interrelation and scope of IEC 61508-2 and IEC 61508-3 standards

In parameterization-based software, security-related parameters should be considered as
aspects related to the security of the SPECS design, which are described in the software
security requirements specification. Parameterization must be performed using a special tool
of the SPECS supplier or the corresponding subsystem. This tool must have its individual
identification (title, version, etc.) [16].

The completeness of all data used for parameterization should be maintained by means of
appropriate management measures:

— range of acceptable input data;
— corrupted data before transmission;
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— consequences of errors in the process of transmitting parameters;

— consequences of incomplete transmission of parameters;

— consequences of failures and crashes of technical means and software in the tools used for
parameterisation.

The parameterisation tool must meet all relevant subsystem requirements in accordance
with IEC 62061 standard to ensure correct parameterisation; a special procedure was applied
to set safety parameters. The following confirmation must be included in this procedure:

— input parameters for the SPECS by retransmitting the changed parameters to the
parameterisation tool, or using other means that confirm the completeness of the
parameters;

— the result (for example, automatic verification with a parameterisation tool).

To avoid systematic failures of diversity in functions, one should use software modules
designed for encoding or decoding during reception or transmission, as well as software
modules designed to visualise security settings for users.

The parameterization-based software documentation should include all the data used (for
example, initially defined parameter sets), as well as information necessary to identify
parameters related to the SPECS, including information about the person(s) who performed
the parameterization, along with other available information (for example, the date of
parameterization). Along with this, the following verification actions are applied for
parameterization-based software:

— verification of the correct installation for each security-related parameter (minimum,
maximum, and representative values);

— verification that security-related parameters are checked for validity (for example, by
detecting invalid values, etc.);

— verification that unauthorized changes to security-related parameters are not possible;

— verification that the data (signals) intended for parameterization are created and processed
in such a way that possible failures cannot lead to loss of SMF.

This is especially important when parameterizing a device that is not specifically designed
for this purpose (for example, a personal computer or similar device).

3. RESULTS AND DISCUSSIONS

The results of actions that were carried out in the process of its development and
implementation must be checked at the corresponding stages. According to the required SCL
for SMF, the selected implementation method and application language should have
characteristics corresponding to this application that simplify the following:

1) abstractions, division into modules and other characteristics that control the complexity
level, where possible, the software should be based on logical functions that are well-
established and can connect functions intended for user libraries and have clearly defined rules
for linking logical functions;

2) expression of the following:

— functions performed, ideally as a logical description or as algorithmic functions;

— data exchange between module components;

— requirements related to the sequence and time of execution;

— synchronisation restrictions;

— data structures of their properties, including types and validity of value ranges;

3) understanding of both the functionality of the application and the limitations of SPECS
technology by developers and other persons associated with the project;
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4) verification and confirmation of compliance, including structural testing of the
application software, functional testing of the integrated application programme and testing of
interfaces for interaction with the SPECS, and its specific configuration of technical means;

5) safe modification.

Testing should be the main verification method for application software [17]. Testing
planning should cover a number of aspects:

— policy for verification of integration of software, hardware and technical means;

— test examples and test results;

— types of tests to be performed;

— test equipment, including tools, software support, and configuration descriptions;

— test criteria by which the completion of the tests will be assessed;

— territorial location (e.g., plant or consumer site);

— dependence on external functionality;

— number of tests required;

— completeness of related functions or requirements.

If the application software is to implement management functions, both related and non-
security, then it should generally be considered as security-related, unless the project
demonstrates sufficient independence between these functions [18]. The project should also
include checking the security completeness and the validity of verification at the application
level (for example, checks in communication channels, checks of limit values at sensor inputs,
limit values of data parameters).

Application software development involves self-checking the control flow and data flow,
if the specified functions are not included in the firmware. In case of a nonconformity,
appropriate measures must be taken to achieve or maintain a safe state. If the project involves
partial use of previously developed software, its ability to meet the security requirements of
the software must be justified. This ability should be based on satisfactory performance data
in similar applications for which similar functionality has been demonstrated. One should also
evaluate the limitations that are associated with the software environment (for example,
dependence on the operating system and compiler). Any changes or modifications to the
application software shall be subject to an analysis that identifies all relevant software modules
and identifies the steps required for re-verification to confirm that the software still meets
security requirements. Software configuration management has to perform the following:

1) ensure that all necessary operations are performed and demonstrate that the necessary
completeness of software security has been achieved;

2) maintain neat and uniquely identified all documents that relate to configuration objects
and that are necessary to maintain the completeness of SPECS security. In addition,
configuration objects must include at least the following:

— analysis of security and its requirements;

— specification of software and project documentation;

— software modules in source codes;

— test plans and results;

— already existing software modules and packages that should be included in the SPECS;

— all tools and development environments that are used to create, test, or perform any
actions related to the software application;

3) apply change control procedures for:

— prevention of unauthorised changes;

— requests to change documents;
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— analysis of the impact of the changes proposed, and in order to accept or reject the
request(s);

— preparation of a document describing in detail and allowing all adopted changes;

— documentation of software configuration at appropriate points in software development;

4) document the following information to allow further audit: release status, justification
and approval of all modifications, as well as detailed information about the modification;

5) officially register the application software release (master copies of the software and
all related documentation must be kept to ensure maintenance and modification throughout the
entire service life of the released software).

The basic requirements for software architecture are the software architecture that defines
the main elements and subsystems of SPECS and Application Software, their interrelation and
ways to achieve the required characteristics [19]. Examples of application software modules
include application functions that are copied across the entire machine, I/O, overwriting and
disabling components, checking data and value ranges, etc. The software architecture also
depends on the underlying subsystem architecture provided by the vendor [20]. Software
architecture design should be based on the SPECS security specification within the limitations
of the SPECS system architecture and subsystem.

The software architecture project should do the following:

1) provide a complete description of the internal structure and functioning of the SPECS
and its components;

2) include specifications of all identified software components, as well as a description of
the relationships and interactions between these components (software and hardware);

3) include the internal design and architecture of all identified components;

4) identify software modules that are included in the PBESU, but are not used in any
safety-related operating mode.

It is also important that the documentation of the SPECS architecture is up-to-date and
complete. To meet the specification, it is necessary to describe and justify the set of methods
and measures that are necessary for developing application software. These methods and
measures should be aimed at ensuring predictable behaviour of the SPECS and should comply
with the restrictions set out in the SPECS documentation. It is necessary to describe and justify
the measures that are planned to be used to preserve the completeness of all data. They can be
input and output data, switching data, interface operational data, maintenance data, and
database content.

There are also certain requirements for support tools, user guides, and programming
languages. A suitable set of tools should be selected, including configuration management,
modelling, and testing [21]. It is necessary to factor in the ability of tools (not necessarily those
that were used in the initial preparation of the system) to perform the necessary tasks
throughout the entire life of the SPECS. This ability needs to be explained and documented.

The choice of development tool depends on the nature of the software development
activity, firmware, and software architecture. One may also need to check and verify
compliance with tools such as code analyzers, as well as modelling tools. Application
specifications may include any performance limitations.

The selected application language must:

— have a translator/compiler that needs to be evaluated for suitability;

— be fully and unambiguously defined, or bounded for a subset of unambiguously defined
elements;

— meet the application characteristics;

— have properties that simplify the detection of programming errors;
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— maintain characteristics that correspond to the design method.

The architecture project description should document the shortcomings of the software
language, as well as explain the suitability of the language for a specific purpose, including
additional measures that are necessary to eliminate the identified shortcomings of the
language.

Procedures in an application language should define acceptable configuration procedures,
disable dangerous software features (such as undefined language parameters, unstructured
templates, etc.), define controls that can be used to detect configuration errors, and define
application documentation procedures. Documentation related to the application language
must contain at least the following information: legal entity (for example, company, author,
etc.); description; monitoring the functional requirements of the application; monitoring
standard library functions; input and output data; history of configuration changes. Before
starting a detailed application software design, certain information should be available:

— specification of software security requirements;

— software architecture project description;

— software security compliance plan.

The project description of the software architecture should include: definitions of
application logic and functions that implement fault tolerance, a list of input and output data,
software modules and support tools that have a common use, and application software
configuration procedures to provide application functionality for certain input and output data.

When developing application software, one should use a structured approach. It is used to
ensure modular functional applications; data that controls input and output; ability to check
functionality (including fault tolerance) and internal structure; and secure modification
parameters. Further improvements to the design of each major component or subsystem in the
application description of the application software architecture should take into account:
functions that are reused in the project; display of input and output information of application
software modules; implementation of application functions using general software functions
and display of input and output [22].

One needs to define the design of each software module and check the structure that
should be performed for each application software module. One should specify the appropriate
SPECS software integration tools to ensure that the application meets the required application
software security requirements. Integration of security-related SPECS software includes tests
defined at the design and development stage to ensure compatibility of the software with the
hardware and embedded software platform, provided that functional and security requirements
are met. The following should be subject to consideration:

— division of software into controlled integrated subsets;

— control examples;

— types of checks performed;

— testing conditions, tools used, configuration and programmes;

— conditions under which verification is considered completed;

— procedures to be performed if the check gave a negative result.

When implementing output tests of application programmes, the application software
must:

— be readable, understandable, and verifiable;

— meet all design principles;

— meet all the requirements that were defined upon security planning.

The application software must be tested to ensure compliance with the specified project,
coding rules, and existing security planning requirements. Application software considerations
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include methods such as software validation or full control, code analysis, or formal validation.
These methods should be used together with testing or modelling to ensure that the application
software meets the specifications associated with it.

When testing software modules, one needs to meet several requirements. The process of
verifying the compliance of application software with all the requirements contained in the
test specification refers to verification processes [23]. The combination of initial testing and
structural testing of software modules ensures that the software module meets the requirements
of its specification, i.e., the module is tested. Each I/O configuration must be checked during
analysis, testing, or simulation to make sure that the input and output data are compared with
the correct application logic. In the process of analysis, modelling, and testing, it is necessary
to test each software module to determine whether it performs the intended functions, and
whether it performs functions that were unintended.

Tests must correspond to a particular module and must ensure verification of each branch
of all application software modules; verification for boundary data; correct execution of the
sequence of actions, taking into account the relevant synchronization requirements. The results
of testing software modules must be documented. If the software has been pre-evaluated or
there is information regarding a considerable positive experience of its operation, the number
of tests can be reduced. When testing application software integration, one must consider the
following requirements. The process of verifying the correct software integration refers to
verification processes. The application software must be checked to ensure that all application
software modules and components/subsystems interact correctly with each other and with the
built-in software in order to perform the intended functions, and to exclude the performance
of functions that could threaten any security function [24].

The results of testing application software integration should be documented and clearly
defined: test results; whether the goals were met and whether the verification criteria were met.
If testing fails, the reasons for the failure and corrective actions should be specified in the
documentation. When integrating the application software, any changes or modifications to
the software must be analysed for their security impact.

4. CONCLUSIONS

Based on the results obtained in the course of this study, it is possible to draw conclusions
about the economic feasibility of modifying the design of modern aircraft transport at any
stage of its operation. Measures to modify modern air transport can qualitatively change the
situation in transport aviation, since the use of the latest technological solutions in the design
of modern aircraft significantly increases its service life and reduces operating costs. There is
a general economic effect from the modernisation of transport aircraft, expressed in a
combination of a number of factors, both financial and technological.

Notably, the economic feasibility of modifications to the design of modern air transport
is impossible without performing special calculations that take into account all possible
components of this process. As the calculated data show, high indicators of economic
efficiency of the considered process can be achieved only if the high-quality standards of work
on the modernization of transport aircraft are maintained and timely deliveries of components
to the place of their implementation are ensured. Otherwise, it is not necessary to consider the
economic feasibility of all the operations performed as a whole. In addition, the economic
feasibility of design modifications involves mandatory accounting for the costs of retraining
maintenance personnel, who are forced to face the need to study the latest technological
solutions used in the modernization of all types of air transport, as well as the practical
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application of new knowledge. The assimilation of new technologies is a long process and
does not always proceed smoothly — at its initial stages, temporary problems associated with
insufficient qualifications of service personnel may occur, which require timely and high-
quality resolution.

In general, the results obtained allow for the conclusion that the implementation of
modifications to the design of transport aircraft should be considered economically feasible.
With the proper organization of this process, in most cases, there is a tangible economic effect
from its implementation. An increase in the operating life of aircraft without carrying out
repairs and in conditions of a significant reduction in operating costs in combination provides
savings in the funds allocated annually by the state for the arrangement of aviation. This, in
turn, has a positive effect on the development trends of the aviation industry of any country,
regardless of its current state.
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